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Bank Regulatory Law

Check Fraud[1]

A Growing Problem for Banks and Businesses

Scope of the Problem

Financial institutions and businesses are losing billions of dollars each year because of check frat
survey conducted by the American Bankers Association, 54 % of community banks, 94% of mid-
large banks sustained losses from check fraud in 1993. It has been estimated that banks will los
1996. Banks are not the only businesses suffering significant losses from check fraud. The FBI e
annual losses of financial institutions, government agencies and corporations are between $12 b
troubling, losses from check fraud are dramatically increasing each year. In 1996, 55 percent of
institution criminal referrals to the Justice Department related to check fraud. This compares to «
percent in 1994.

Most check fraud is paper-based, falling into one of three categories: checks altered as to the pz
amount, counterfeit checks and forged checks. Computer technology has been key to the growtl
fraud. Computers capable of producing professional quality graphics, document scanners, color ¢
are now readily available to criminals. Today it is relatively easy to produce counterfeit checks ar
appear more authentic than the original.

Low-Cost But Effective Deterrents

Reacting to the dramatic increase in check fraud, the government, private industry and trade as:
working groups to combat check fraud. These groups have been actively developing low-cost bu
check fraud.

American Bankers Association (ABA) Check Fraud Task Force. This group has been tracking the |
published 1994 ABA Check Fraud Survey. One effective system to detect check fraud, recommer
ABA Check Fraud Task Force, is "Positive Pay". Appropriate for corporations and businesses issui
checks, Positive Pay involves a cooperative effort between the corporation and its payor bank. U
corporation electronically transmits to its bank a list of all checks issued on a particular day. The




received for payment against the list supplied by the corporation and pays only checks on that li

Florida Bankers Association (FBA). FBA has recommended to its members that they participate ir
Program. Under this program, when a non-customer requests a bank to cash a check, the bank
place an imprint of his/her thumbprint on the face of the check. The mere making of this reques
deterrent to check fraud. More information on this program may be obtained from FBA at 904-2.

Federal Government Interagency Working Group. The Check Fraud Working Group, a subgroup «
Fraud Working Group, consists of the Comptroller of the Currency, Federal Deposit Insurance Cc
Board, Office of Thrift Supervision, Federal Bureau of Investigation, Justice Department, Postal I
Service. The Check Fraud Working Group recently produced a booklet, Check Fraud: A Guide to
booklet describes the mechanics of certain types of check fraud schemes, but emphasis that the
booklet stresses diligence on the part of bank personnel, particularly bank tellers, in identifying <
provides a number of practical pointers to do this. The booklet also recommends specific interna
adopt to prevent or discourage check fraud. For a free copy of this booklet, contact McCaffrey &

Financial Stationers Association (FSA). FSA is a trade organization whose members are companie
personal checks. Working through the Accredited Standards Committee, FSA is developing stand
Efforts have concentrated on identifying features that stop fraud as early as possible in the chec
has been rated as to whether it is overt or covert, effective in preventing alteration and effective
counterfeiting. In 1994, FSA adopted Guideline to Enhanced Check Security. The guidelines, whi
recommended for both members and non-members of FSA. They define the minimum security f
should contain and emphasize no cost/low cost features. Checks that comply with the guidelines
features. The presence of these security features is indicated by a padlock icon on the face of th
check is a "warning box" which describes the security features present. A copy of FSA's check se
obtained by contacting FSA, 1200 19th Street, N.W., Suite 300, Washington, DC 20036-2401; te
Additionally, John H. Harland Co., a member of FSA, has developed a training program for banks
Fraud Exposure. Information on this training program may be obtained by contacting Karen Sche
Co., Video Training Department, P.O. Box 721800, Houston, Texas 77072; telephone: 1-800-34:¢

Liability for Counterfeit or Forged Checks

As between a bank and its customer, liability for losses resulting from a counterfeit or forged che
Articles 3 and 4 of the Uniform Commercial Code. In most situations, the loss will fall upon the d
However, depending upon the actions and behavior of the customer, the loss may fall upon the

A check is an unconditional order drawn on a bank to pay money on demand. The validity of thit
the genuineness of the signature appearing on the check. [3] A "forged check" is a check on wh
forged or unauthorized. A forged or unauthorized signature is wholly inoperative, and a check cc
unauthorized signature is not properly payable by the drawee or payor bank. [4] As explained by
codifies the underlying contract implied between a bank and its customer that the bank will char
otherwise properly payable against the depositor's account only on the order of the depositor or
him. [5] "Counterfeit" has no meaning in this context other than "forged". [6]

When a drawee or payor bank pays a forged or counterfeit check, ordinarily it will bear the loss |
[71 The payor bank may not charge the check to the account of its customer, the purported dra\
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general rule, the conduct of the bank customer can shift the loss from the bank to the customer
been negligent or has failed to exercise ordinary care and this negligence substantially contribut:
unauthorized or forged signature on a check, the customer will bear the resulting loss. [9] On th
has also failed to follow reasonable commercial standards in paying a forged or counterfeit checl
ordinary care, the bank may still remain liable for payment of such a check. [10]

The bank’s liability for payment will also be excused if the customer has not exercised reasonabl
after the receipt or the availability of a bank statement in both discovering the payment of a for¢
check and notifying the bank of the payment. [11] If the customer proves, however, that the ba
ordinary care in paying the check, the bank may still remain liable for its payment. [12]

Under Revised Article 3, which has been adopted by a nhumber of states including Florida, if the |
have both failed to meet the foregoing standards of care, any resulting loss may be allocated be
comparative negligence. [13] Regardless of the care or lack of care of the bank or the customer,
loss if the customer does not discover and report the customer's unauthorized signature on or ai
within one year after the statement or items are made available to the customer. [14]

Revised Article 3 also makes an employer liable for the fraudulent endorsement by a "responsibl
employee entrusted with responsibility with respect to the instrument. [15] Thus, if an employee
incoming checks forges the employer's name on a check made payable to the employer and abs
the resulting loss will fall upon the employer not the bank. [16] As explained in the official comn
"the employer is in a far better position to avoid the loss by care in choosing employees, in supe
adopting other measures to prevent forged endorsement on instruments payable to the employe
of instruments in the name of the employer." [17] Again, however, if the bank fails to exercise ¢
check, the loss will shift back to the bank to the extent that this failure contributed to the loss. [

To encourage bank customers, particularly corporate customers which issue a large volume of cl
check security procedures, such as "Positive Pay", banks can entered into agreements with its ct
provisions of the UCC. [19] Under such a written agreement, a bank would be protected in payir
security procedures and would be justified in refusing to pay checks that do not satisfy the secui
prohibits a bank from disclaiming its responsibility, or limiting its damages, for lack of good faith
ordinary care; however, the parties may determine by agreement the standards by which the ba
measured if those standards are not manifestly unreasonable. [20] Such agreements, if they cor
should become a far more efficient method to resolve disputes over forged or altered checks the
litigation.

[1] This article is based upon a proc
Crimes Against Businesses and Financial Institutions" presented at the 1996 Spring Meeting of tt
of the American Bar Association in Nashville, Tennessee.

[2] "Payee" is the person entitled, upon the creation of a check, to receive the funds from the di
party, usually a bank, that must pay out the money when a check is presented. Ordinarily, the d
"Drawer" is the person writing the check.

[3] MBTA Employees Credit Union v. Employers Mutual Liability Insurance Co. (DC Mass. 1974) :



[4] UCC §§ 3-404(1) (1962) and 3-403(a) (1990).
[5] Taylor v. Equitable Trust Co. (1973) 269 Md. 149, 304 A.2d 838.

[6] MBTA Employees Credit Union v. Employers Mutual Liability Insurance Co., supra. See also C
Girard Bank (DC Pa. 1981) 522 F. Supp. 414, 417.

[71 UCC §§ 4-401(1) (1962) and 4-401(a) (1990).
[8] UCC § 3-404(1) (1962) and UCC § 3-403(a) (1990).
[9] UCC §§ 3-406 (1962) and 3-406(a) (1990).

[10] See UCC § 3-406 (1962) on failure of the bank to observe reasonable commercial standard:s
(1990) on failure of a bank to exercise ordinary care.

[11] UCC §§ 4-406(2) (1962) and 4-406(d) (1990).
[12] UCC §8§4-406(3) (1962) and 4-406(e) (1990).
[13] UCC §§ 3-406(b) and 4-406(e) (1990).

[14] UCC §§ 4-406(4) (1962) and 4-406(f) (1990).
[15] UCC § 3-405(b) (1990).

[16] UCC § 3-405(b) (1990).

[17] Comments to UCC § 3-405 (1990).

[18] UCC §3-405(b) (1990).

[19] UCC §§ 4-103(1) (1962) and 4-103(a) (1990).

[20] UCC §§ 4-103(1) (1962) and 4-103(a) (1990).
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